SOHAIL AHMED

DIGITAL FORENSIC INVESTIGATOR | CERTIFIED IN DIGITAL INVESTIGATIONS

CONTACT

e (+92)332-3616448
e (08-APR-2024
e Sohailahmedsak4 @gmail.com

e Gulistan-e-Johar, Main Uni Road,
Karachi

e Sohailkbr6.github.io

e linkedin.com/in/sohailkbr6

PROFILE

As an independent learner with a passion for cybersecurity, |
actively engage in cybersecurity competitions and hackathons to
continually enhance my problem-solving skills. My experience
extends to Digital Forensics Investigation across various
technologies, and | am currently exploring new aspects of this field.
If you are interested in collaborating on a project or seeking a
freelancer with my skill set, please feel free to contact me. | look
forward to potential opportunities to contribute to your endeavors.

INTERNSHIPS

IT Support Intern 15-02-2024 to
Present

Zarai Targiati Bank Limited, Karachi
Tasks

e Troubleshooting
e Data Backup
e Software Installation

Digital Forensics Intern 20-09-2023 to
19-10-2023

TechnoHacks EduTech

Tasks

e Imaging
e Recovery
e Autopsy

e Network Analysis

e  Registry Analysis

o LastActivityView

e lLog analysis

e Metadata Analysis

e Email Analysis

e Browser History Analysis

EDUCATION
Bachelor in Computer Science (2021 — Present)

University of Sindh, Jamshoro

CERTIFICATIONS & COURSES

e Computer Forensics Specialization — INFOSEC

e Certified Mobile Forensics Examiner (CMFE) - INFOSEC

e Digital Forensics Essentials - Codered (EC-Council)

e Investigating Windows Recyclebin — CYBER5W

e Cyber Threat Intelligence 101 — Arcx

e Certified in Cybersecurity (CC) - Isc2

e Cyber Security Certification (NAVTTC) — University of Sindh
e Cyber Security Essential - Cisco Network Academy

SKILLS

Digital Forensics, OSINT, Security Information & Event Management
(SIEM) Static & Dynamic Malware Analysis. Configuring and
Administering Windows Servers, Able to recover hard drives that
suspects had attempted to erase or destroy. Computer and Network
support including: install, configure, upgrade, support, troubleshoot,

TOOLS

Network Monitoring Tools,Burp Suite Pro, Metasploit, Nmap,
Wireshark, Autopsy, Ftkimager, Osforensic, Oxygen Forensic, RAM
capture, HXD editor, Registry Explorer

SOFT SKILLS

Soft Skills Project Management, Time Management, Adaptable,
Quick Learner, Strong Communication, Critical Thinking, Leadership,
Teamwork, Problem Solving, Troubleshooting



